License Agreement

This License Agreement is a legal contract between you (either as an individual or as an entity) and Ax3soft Co., Ltd.
("AX3SOFT™) for the Ax3soft Sax2 and related add-ons ("SOFTWARE PRODUCT").

You should carefully read the following terms and conditions before using the Software Product. Installation or use of the
SOFTWARE PRODUCT indicates your acceptance of this License Agreement.

Copyright

The SOFTWARE PRODUCT and Documentation are copyrighted by AX3SOFT and are protected by international copyright
laws. The SOFTWARE PRODUCT contains copyrighted software of AX3SOFT. All rights reserved. You agree not to remove
any trademarks or copyright notices from the SOFTWARE PRODUCT and Documentation.

Single User License

One Single User License of the SOFTWARE PRODUCT may be used by a specific individual who is licensed to use the
SOFTWARE PRODUCT on one computer.

If the SOFTWARE PRODUCT is installed on a networked system, or on a computer connected to a file server or other system
that physically allows shared access to the SOFTWARE PRODUCT, the LICENSEE agrees to prevent use of the SOFTWARE
PRODUCT by more than one user.

If you want to install the SOFTWARE PRODUCT on a network and provide access for more than one user, you should
purchase additional single-user licenses. Additional single-user licenses are not concurrent-user licenses (that is, each
additional single-user license is associated with a specific individual).

Multi-User License

A multi-user license includes one key allows a given number of computers or users of your organization in single geographic
location to use a single license key of the program. You receive only one license key of the program. You can install and
operate the program on any number of machines as long as the number of users not exceeds your license.

The license permits you to distribute the specified number of licensed copies of Ax3soft Sax2 entirely within your
organization. You may not give, transfer or sell multi-user-licensed copies of Ax3soft Sax2 to your customer(s), or any third
party, nor include such copies in, or with, products you sell.

With a Multi-User License you are granted a non-exclusive, nontransferable license to install the SOFTWARE PRODUCT to
any number of computers provided that this number does not exceed the quantity specified in the license file purchased by
you. The SOFTWARE PRODUCT may not be installed on a computer network for use by more than one person concurrently.
If you own a 2 user license, you may not install the SOFTWARE PRODUCT on 3 computers, even if you are only using it on 2
computers concurrently.

Site License

Our Software Product is normally priced for a single user license. One Single User License allows a specific individual to
install and run the SOFTWARE PRODUCT on a single computer. The Site License, however, allows you to install and operate
the SOFTWARE PRODUCT on an unlimited number of computers at a single organization location, and provides access for
unlimited users. Remote sites, for example, branch offices, require separate licenses.

Global License

A Global License allows unlimited number of users in the same organization to use the SOFTWARE PRODUCT on an
unlimited number of computers at any organization location worldwide.
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THIS SOFTWARE IS PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. IN NO EVENT WILL AX3SOFT
BE LIABLE TO YOU FOR ANY DAMAGES, INCLUDING INCIDENTAL OR CONSEQUENTIAL DAMAGES, ARISING OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. YOU ACKNOWLEDGE THAT YOU HAVE READ
THIS LICENSE, UNDERSTAND IT AND AGREE TO BE BOUND BY ITS TERMS.

Not-For-Resale Copies

If the SOFTWARE PRODUCT is marked as a Not-For-Resale (NFR) copy you may not sell or transfer the usage license of the
SOFTWARE PRODUCT for any kind of payment. An NFR copy of the SOFTWARE PRODUCT may only be used for purposes of
demonstration the SOFTWARE PRODUCT"s resources. With an NFR version of the SOFTWARE PRODUCT you may not make
or distribute additional copies.

Demo Version

If the SOFTWARE PRODUCT is marked as a demonstration version for the final user (DEMO) you must buy a legal license
and delete all copies of the demo version after expiring the time limit. The demo version may be distributed freely by any
kind of MEDIA, Internet server, BBS, etc., as long as no changes are made and package content is not changed.

Limitation on Use

You may not: permit other individuals to use the SOFTWARE PRODUCT except under the terms listed above; modify,
translate, reverse engineer, decompile, decrypt, extract, disassemble, or create derivative works based on the SOFTWARE
PRODUCT; copy the SOFTWARE PRODUCT other than as specified in Software Usage section of this License; sell, rent,
lease, grant a security interest in, or otherwise transfer rights to the SOFTWARE PRODUCT; or alter or remove any
proprietary notices or labels on the SOFTWARE PRODUCT. LICENSEE warrants that it will not use or redistribute the
SOFTWARE PRODUCT for such purposes.

Disclaimer

THE SOFTWARE PRODUCT IS PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. IN NO
EVENT WILL AX3SOFT BE LIABLE TO YOU FOR ANY DAMAGES, INCLUDING INCIDENTAL OR CONSEQUENTIAL DAMAGES,
ARISING OUT OF THE USE OF THE SOFTWARE PRODUCT, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. YOU
ACKNOWLEDGE THAT YOU HAVE READ THIS LICENSE, UNDERSTAND IT AND AGREE TO BE BOUND BY ITS TERMS.

Governing Law

This Agreement will be governed by the laws of the People's Republic of China.

Distribution

The DEMO version of the SOFTWARE PRODUCT may be distributed freely in its original unmodified and unregistered form.
The distribution must include all files of its original distribution. Distributors may not charge any money for distributing this

version. Anyone distributing the SOFTWARE PRODUCT for any kind of remuneration must first contact us for authorization.

Ax3soft does not grant you the right to give away, sell, license or otherwise distribute the full version or Not-For-Resale
copies of the SOFTWARE PRODUCT.
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Ordering Information

This ordering information applies to Ax3soft Sax2 series.
All orders are subject to License Agreement.

Immediate Online Delivery

Immediate online delivery of licensed copies of Ax3soft Sax2 is available for credit card orders placed via the Internet using
the order link at the Ax3soft web site: http://www.ids-Sax2/OnlineStore.htm

Money Back Guarantee

Sax2 include a 30-day money back guarantee. If you are dissatisfied with our service for any reason, you
will receive a full refund if you cancel your account within 30 days of the activation of your account.

Maintenance Policy
Sax2 provide all purchased users free technical support life time.
In subscription period, you will get technical support via telephone, e-mail or fax preferentially.

Beyond subscription period, you will get technical support via email only.

Renewal Maintenance:
12 months Priority (existing customers only).

Renewal maintenance is for existing customers to renew their licenses if the maintenance period has expired. Customers
may purchase Renewal maintenance - Multi -User License, Site License, Global License, at our Web Site to get additional
free upgrades and priority of technical support.
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Technical Support

Ax3soft technical support center provides technical support for customers world wide.

Licensed users are entitled to obtain technical supports from Ax3soft.
For answers to common questions, please see "FAQ".

If you meet a problem when using Ax3soft Sax3 but can not solve it after referring to this manual or other material on
Ax3soft website, please enquire your local reseller or Ax3soft support center.

Support

1. website support

In addition to up-to-date FAQ and Glossary, the version upgrade information and public resources relevant to Ax3soft Sax2

available at http://www.ids-Sax2.com.

2. Email support

You are welcome to contact us at Support@ids-Sax2.com with technical questions at any time, We will reply you as soon as
possible.

Note: In your email, please include the serial number, product version and edition, Windows' OS, detailed problem
description and other relevant information.

3. Forum support

The Official Support Forum of Sax2 is for users to get our support, express your suggestions and discuss our products with
other users.

Reporting Problem

Please include the following information in your problem report:

1. Is the problem reproducible? If so, how?

2. What version of Windows are you running (Windows 95, Windows NT 4.0, etc.)?

3. What version of Ax3soft Sax2 are you running (to check the version, choose About Ax3soft Sax2 from the Help menu)?
Please include the entire "version" line in your problem report.

4. If a dialog box with an error message was displayed, please include the full text of dialog box and the text in title bar or
the Screenshots of them.

Note: Press F1 to view the context-sensitive help at any time when Ax3soft Sax2 is active.
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What's New In SAX2 4.0

There are many new features and improvements in the version 4.0:

1. New Feature:

Visual Dashboard

. Powerful Log Analysis

Flexible Network Settin

. Support many kinds of Database

. Automatically start detection

. Support Windows7, 2008 Server

2. Improvement:

. More User-friendly Main View

More Reasonable Events display

More Practical Logs view

Improv N Browser

Intuitive an -to- ispl f Poli

Enhanced IP list

. Perfect wireless network support

. Customize Policy

TCP Stream Reassemble

. Real-Time Alert and Response

For the latest version's features, please visit http://www.ids-Sax2.com/SaxIDS.htm.
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Visual Dashboard

You can view the attacks in your network via the visual Dashboard. The Dashboard including - the level, amount and
distribution of risk, trend of the attacks, trend of network traffic, Top 10 attacks of internal and Top 10 attacks of internet.

For more details about Dashboard, please visit "Tell me more about -> main view -> Dashboard".
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Powerful Log Analysis

Sax2 4.0 enhanced powerful and easy-to-use Log Analysis. The administrator can view the details of attacks in network

via the log analysis.

At present, Sax2 offers three category reports, Graph Reports, General Reports and Crossover Reports; more than 10
types log reports. And you can choose the type of reports as your need.

For more details about Log Analysis, please visit Log Analysis.
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Flexible Network Settings

Sax2 4.0 offers flexible network settings. The administrator can customize alias for each IP address as needed. And
then the IP address will be displayed as your settings in Nodes Explorer.

To improve the efficiency and veracity, administrator can manage the network and convenient to view network traffic by
a specific IP host, IP scope, VLAN, network segment and department.
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Support Many Kinds of Database

To achieve huge storage, Sax2 4.0 improves the compatibility with many popular database, such as Oracle, Microsoft
SQL, Microsoft Access and so on..
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Automatically Start Detection

The administrator can destine the time to run Sax2 and detect attacks with this feature.

The parameters of automatically start is "-autostart x".

"x" - the sequence number of network card.

"0" -C choose all network cards in the PC.
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Support Windows 7 and 2008 Server

Sax2 4.0 supports more Operating System - Windows 7 and 2008 Server.
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More User-friendly Main View

The display of Sax2 4.0 improved than the older version. It will display the macro network view first, and then go for
details.

The Main Views of Sax2 4.0 include Dashboard, Events, Conversations and Logs. These main views display the network
information with macro, micro, underlying data stream and logs on application layer. Administrators will easy to analyze the
attacks in network with these main views.
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More Reasonable Events display

The Events view of Sax2 4.0 also displays the macro network view first, and then go for details.

With the risk level of attacks as a starting point, then go for details such as the amount of attacks, the type of attacks
and the original conversation, Sax2 4.0 will offer the description of attacks and recommend resolution and so on.
Administrator can quickly locate the source of attacks exactly with these information.

For more details, please see "Tell me more about -> main view -> Events"
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More Practical Logs View

The Logs view of Sax2 4.0 will display the following information - HTTP visit, Email transfer, FTP transfer and MSN
conversation.

Sax2 4.0 enhanced optimization in Logs analysis to filter the redundancies information. With this improvement,
administrator will efficient to manage network communication exactly.

For more details, please see the "Tell me more about -> main view -> Logs".
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Improved Nodes Explorer

Nodes Explorer will automatically display the IP address related to the security events. Nodes Explorer includes two
roots - Intranet and Internet. All internal address will displayed in Intranet, while, all external address will displayed in

Internet.

In the other hand, Sax2 allow users custom IP address display as needed. For custom Nodes Explorer, please see the

Network Settings.
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Intuitive and Easy to Use Policy

Sax2 4.0 enhanced improvement on intuitive and easy to use in Policy.

All policies displayed with icon in the Security Policy window. The policies in blue are the default policies by Sax2, while
the green are customized. The icon with red frame and a white dot in the flag is the policy currently execution. See the
followed picture.

-Stmity Folicy ﬁ
F i
Defaul | Deiive New Policy |
l Ed J
| Delete |
| Apply |
| Espunt Poicy |
| ImpotPoicy |
| UpdatePoicy |
Praperty Yalue
Code o0z
Yersion 31
Policy Items 1527 | ok |
Last Modfied Time : —

| e

For more details of settings, please see the Policy.
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Enhanced IP List

Sax2 4.0 takes out the information of MAC and port which little related to intrusion detection. The new IP list includes IP
address, Alias, Department, Vlan and color.

Alias - allows users to customize the name of an IP.

Department - allows users to group several IP addresses in one department.
Vlan - allows group the IP addresses in one LAN.

Text Color - users can specify the color of the IP.

Hew

Zancel

[l
IF address: |192.168.IDD.IDD |

Alias |.ﬁ.liasl |
Departrnent |Department1 |
Wlan |'-.-'Ian1 |
Text Color: I ~ |
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Perfect Wireless Network Support

Sax2 4.0 support wireless network perfectly. It will automatically identify every kind of network card and execute
intrusion detection via wireless card.
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Customize Policy

According to the different conditions of user's network, IT professional may customize their own security policy. It
will reduce the unimportant information let users focus on the really problems and improve the accuracy of Sax2.
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TCP Stream Reassemble

TCP stream reassemble detects Telnet attack and lets users to browse the original communications via HTTP, POP3,
SMTP and Telnet.
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Real-Time Alert and Response

Sax2 provide a wealth of response modes, such as send console message, send e-mail to appointed address, cut off
the connection immediately, record the log and run external procedures and so on.
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Installation and Deployment

Sax2 is a real-time intrusion detection system which designed for real-time monitor, analyze and alarm. To execute
detection, it should be installed and deployed correctly.

Installation and deployment steps:

1. Network Requirements

2. System Requirements

3. Install and Uninstall

4. Product Activation
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Network Requirements

Works as bypass mode, Sax2 capture all packets in network and then analyze and send alarm.

At present, there are two kind network - switched network and shared network. The following is the deployment in the
two different network.

1. Switched network - connect through the switch
A. Man ment switch rt mirrorin

B. Unman ment switches (n rt_ mirrorin

2. Shared networks - connect through the Hub

1. Switched network - connect through the switch

A. Switched network - management switches (port mirroring)

Switch is a network device working on the Data Link Layer of OSI. Switch can learn the physical addresses and save
these addresses in its ARP table. When a packet is sent to switch, switch will check the packet??s destination address from
its ARP table and then send the packet to the corresponding port. Please see "Switch and monitoring port" for more
information about switch.

Generally all three-layer switches and partial two-layer switches have the ability of network management; the traffic
going through other ports of the switch can be captured from the debugging port (mirror port/span port) on the core chip.
To analyze the traffic going through all ports, Ax3soft Sax2 should be installed on this debugging port (mirror port/span
port).

Topology illustration 1:
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B. Switched network - unmanagement switches (no port mirroring)

If your switch has no management function, please add a HUB or TAP in series connection in your network and install
Sax2 on the PC which connected to HUB or TAP.

Topology illustration 2:

2. Shared networks - connect through the Hub

A shared network is also known as hubbed network which is connected with a hub.

Hubs are commonly used to connect segments of a LAN. When a packet arrives at one port, it is copied to the other ports
so that all segments of the LAN can see all packets. A passive hub serves simply as a conduit for the data, enabling it to go
from one device (or segment) to another. So-called intelligent hubs include additional features that enable an administrator
to monitor the traffic passing through the hub and to configure each port in the hub. Intelligent hubs are also called
manageable hubs. A third type of hub, called a switching hub, actually reads the destination address of each packet and
then forwards the packet to the correct port.

With a shared environment, Ax3soft Sax2 can be installed on any host in LAN. The entire network data transmitted
through the Hub will be captured, including the communication between any two hosts in LAN.

Topology illustration 3:
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